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In this talk we cover various aspects of security and overlay networks. In the first part of the talk, we present some security vulnerabilities of P2P systems. We consider the case of malicious nodes and the various forms of attacks they can generate. Some proposed solutions to the vulnerabilities are presented next. We then talk about some efforts to build resilient P2P systems, with CAN as a specific case.

In the next part of the talk we shift modes and present applications of P2P/Overlay networks to provide security. An overview of the SOS architecture is presented, that utilizes an overlay network to provide reslience to Distributed Denial of Service attacks. 

Finally, we present some open research issues concerned with security and overlay networks.

Extended Abstract for "NeXtworking'03"

First COST-IST(EU) - NSF(USA) Workshop on  Exchanges & Trends

in Networking, June 23-25, 2003, Chania, Crete, Greece


